Privileged Access Policy
Privileged Access (Administrative Rights)
Privileged access enables an individual to take actions which may affect computing systems, network communication, or the accounts, files, data, or processes of other users. Privileged access is granted to system administrators, network administrators, staff performing computing account administration, full-time teaching faculty and other such employees whose job duties require special privileges over a computing system or network.  

Individuals with privileged access must respect the privacy and rights of system users, respect the integrity of the systems and data, and comply with all applicable University policies, regulations, procedures, and rules and with applicable local, state, and federal law and regulations.  Computers where users have local administrative rights must have SWU-provided antivirus and anti spyware software installed.  The Director of Information Technology (DIT) reserves the right to remove privileged access for any violation of this policy.

In particular: 

· Privileged access shall only be granted to authorized individuals. 

· Privileged access will not be granted to users that directly connect to a University administrative database, namely Jenzabar EX or PowerFAIDS, unless approved in writing by the DIT.

· Users must agree to the University software policies which deny installation of any software that is not properly licensed for use by the University and registered with the IT office.

· Privileged access shall only be used to perform assigned job duties. 

· It is a violation of this policy to use privileged access for unauthorized viewing, modification, copying, or destruction of system or user data. 

· Users accepts full responsibility for the health of SWU-issued computer equipment including, but not limited to, OS updates, antivirus updates, anti spyware updates, and approved software installations and updates.
· Departmental budgets will be charged a fee for the restoration of any computer where user  have administrative rights and a violation of this policy resulted in the need for a rebuild.
