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Administrative Guidelines
System Outage

Overview

The purpose of these guidelines is to outline appropriate action in the event of a system outage at Southern Wesleyan University. The university provides Internet, WAN for remote sites, e-mail, course management tools, on-line classes and other web-based applications to a variety of customers throughout the state of South Carolina. Users expect 24/7 access to these services and every effort is made to provide uninterrupted service.  Our goal is 99% uptime for all services.  In addition, resident students are provided telephone and CATV services on the main campus. 
These guidelines cover students, faculty, staff, outside agents, contractors, and any and all individuals or entities using any Southern Wesleyan University IT Resources and all uses of such IT Resources University-wide. 
Any individual or entity using Southern Wesleyan University IT Resources consents to all of the provisions of the following guidelines and agrees to comply with all of the terms and conditions set forth herein, all other applicable University policies, regulations, procedures and rules, and with applicable local, state, and federal law and regulations. 

General Rules

A system outage is defined as multiple users being unable to use a piece of hardware, software, or system supported by Information Technology. System outages will be defined as planned and unplanned (emergency).  Planned outages are known about and scheduled in advance. These are typically used for upgrades or routine maintenance. Emergency outages are unplanned and typically the result of some type of electrical failure, hardware failure, underground fiber cut or interruption in services provided by a third party vendor.  All communication closets are equipped with battery backup devices and two closets, where critical systems are housed, are equipped with natural gas generators.
Our regular maintenance windows are as follows:
For core network equipment and critical systems: 


Friday 12:00 Noon - Sunday 6:00AM


Holidays and Breaks

For all other services 


Wednesday after 12:00 Noon

Holidays and Breaks
These are general outage windows. For some services, these outage windows may not be appropriate, and another time may be chosen. This may be determined by available technical support and budget constraints.  Also, maintenance that does not cause service interruption may be performed at other times. Information Technology will work with affected units to minimize outage impact on their operations.

All planned outages will be announced at least 24 hours in advance of the outage. Emergency outages are unplanned and may occur at any time.  Emergency outage times will be announced as soon as information is available.
Every effort should be made to not impact daily university business. Downtime for student centered services should be avoided unless absolutely necessary. Efforts should be made to plan outages at times that least affect scheduled class time. Note that our daily class schedule begins at 8:00 am and ends at 10:00 pm with the exception of Friday at which the end time is 5:00 pm.
Major implementations or system work should be scheduled during summer months or term breaks.

Procedures for a Planned Outage
Every effort should be made to plan and schedule known outages at least one week in advance. This will allow time for proper discussion and planning regarding the outage, its effects, and coverage requirements. Full system backups should be performed on all impacted systems before hardware and software changes or major data moves are attempted.

Backups of hardware configurations on appliances or network equipment should be made before upgrades or major configuration changes are made.

Planned maintenance is scheduled for the first and third Wednesday of each month. This includes, but is not limited to, Windows server and email server patches and upgrades, network upgrades and maintenance, various security patches.  Jenzabar EX/JICS software upgrades will occur during the months of June and December in order to avoid significant changes in software functionality during the academic semester.  EX/JICS patches that correct software defects will be applied at the earliest convenience of affected users.
All IT personnel should know about and discuss each outage before dates and times are finalized. This responsibility lies with the IT person* requesting the outage.

A notification email should be developed by the requesting IT employee* and approved by the Director of Information Technology for dispersal to customers affected by the outage.

As planned outages normally occur on Wednesday, notification should be sent to customers on the Monday of that week via email using the template below.

Procedure for an Unplanned (Emergency) Outage

All systems will be configured to alert the responsible IT person* in the event of an unplanned outage.  If an alert system is not possible provisions must be made by the responsible IT person* to manually monitor systems to determine status.  The following people should be notified immediately during an emergency outage: Help Desk personnel, all IT Staff, and regional administrators at off site locations if affected by the outage.  It is the responsibility of the responding staff person* to ensure these people are notified.
Customers should be notified via email during emergency outages. If email is unavailable due to the outage, a broadcast text alert message should be sent. The Help Desk is responsible for customer notification and should work with regional staff, if necessary, to determine the best method for customer notification.  In the event that the outage is after normal business hours, the responding staff member* will work with Help Desk personnel to send out the notifications. Templates can be located at the end of this document or in the Public Folder under Information Technology, Outage Templates.
Customers should be notified by helpdesk staff upon conclusion of the outage.

Terms and Conditions

Violations of this policy may result in disciplinary actions as determined by the Director of Information Technology.  
Responsibility
*Network outages are the responsibility of the Network Administrator.  This includes all Internet services, WAN service, network switches, servers necessary to support network resources (AD, DHCP, DNS, VPN, Terminal Services), E-mail, and network file storage. 

*Jenzabar EX and JICS (MyCampus) is the responsibility of the Database Administrator.  This includes all SQL servers (production, play, redundant, failover) and backup devices for such databases.  

The Director of Information Technology has responsibility for the administration of this policy.  Issues of interpretation and enforcement of this policy shall be resolved by the director and may include participation from appropriate academic or administrative officials or committees as deemed necessary by the Director of Information Technology.
EMAIL TEMPLATES
Emergency System Outages.

Subject: ***EMERGENCY “SYSTEM NAME” OUTAGE***

To: Customers Affected

Brief Description

Customers Impacted: Information here

Cause: Information here

Outage Duration: Information here

If there are any questions or concerns regarding this outage please contact the Help Desk at

1-800-289-1292. Thank you for your understanding and cooperation.

Information Technology

Planned outage announcements.
Subject: ***”SYSTEM NAME” DOWNTIME***

To: Customers Affected

Brief Description

Start Time: Information here

Outage Duration: Information here

Purpose: Information Here

Impact: Information Here

If there are any questions or concerns regarding this downtime please contact the Help Desk at 1-800-289-1292. Thank you for your understanding and cooperation.

Outage Voicemail Template

• The following template should be used for sending out emergency system outages.

This is Information Technology with an important message regarding the current “put the

name of system here” outage. We are currently working to resolve the issue, when the “name

of system” is back-up a voicemail will be sent out.

If there are any questions or concerns regarding this outage please contact the Help Desk at

1-800-289-1292. Thank you for your understanding and cooperation.

Information Technology

U:\Policies\Network Outage.doc



