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Administrative Guidelines
Authentication and Authorization of IT resources at Southern Wesleyan University
Overview

Controlled access to IT Resources is essential for Southern Wesleyan University to further its mission of helping men and women become all that God wants them to be. This policy supports current needs for electronic access and accommodates future services and technologies by employing standardized mechanisms for identification, Authentication, and Authorization. This policy is designed to ensure that Southern Wesleyan can, without limitation: operate and maintain its IT Resources as well as protect the integrity, security, and functionality of University IT Resources; protect the University's other property, rights, and resources; ensure compliance with University policies, procedures, and regulations; preserve the integrity and reputation of the University; safeguard the property, rights, and data of third parties; and comply with applicable law. 

General Rules

This policy covers students, faculty, staff, outside agents, contractors, and any and all individuals or entities using any Southern Wesleyan University IT Resources and all uses of such IT Resources University-wide. 
Any individual or entity using Southern Wesleyan University IT Resources consents to all of the provisions of the following policy and agrees to comply with all of the terms and conditions set forth herein, all other applicable University policies, regulations, procedures and rules, and with applicable local, state, and federal law and regulations. 

Southern Wesleyan University will assign a unique and persistent identifier, according to the administrative guidelines for the use of ssn’s as an identifier, to anyone who has a business or educational need to access a service that requires Authentication. Authorization for services provided by the University depends on the individual's relationship, or relationships, to the University and the requirements associated with that role. In all cases, only the minimum privileges necessary to complete required tasks are assigned to a role. Privileges assigned to each role will be reviewed on a periodic basis and modified or revoked upon a change in status with the University. 

Account Creation and Access Controls 
Access to network resources will be achieved by individual and unique logins, and will require Authentication, minimally a username, also referred to as user id, username, or id number, and password combination. 

Network, e-mail, and mySWU (JICS) accounts are created for all employees, full and part-time, once the immediate supervisor has correctly submitted a New Employee Checklist Form to the Office of Information Technology.  Authentication credentials (username and passwords) are communicated to the immediate supervisor prior to the first day of employment, provided that the supervisor has correctly submitted the New Employee Checklist Form 48 hours prior to the first day of employment.  Allowing a computer or program to store authentication credentials as a matter of convenience is strongly discouraged and only allowed if encrypted and when no other reasonable options exist.  

Many students participate in the federal work study program or seek part-time employment with the university. Enrolled students, employed by university, are required to use their unique network username and password combination when using any SWU-owned computer.  Access to Jenzabar EX and certain core data is granted only if required to carry out specific job responsibilities determined by each department supervisor.  A unique EX username and password combination is required preventing the use of single sign on capabilities. These authentication credentials (username and passwords) are communicated to the immediate supervisor prior to the first day of employment, provided that the supervisor has correctly submitted the New Employee Checklist Form 48 hours prior to the first day of employment.  Student employees are granted limited access to departmental network folders.  Full access to shared network folders requires the approval of the Director of Information Technology. 
Network, e-mail and mySWU accounts are created for interns, once the immediate supervisor has correctly submitted the appropriate paperwork to the HR office.  

Generally speaking, all students, full and part time, are issued a network login, an e-mail account and a mySWU (JICS) login upon enrollment with the University.  Provided that the student follows the normal process for enrollment he or she will receive authentication credentials on or before orientation and in the case of our AGS program, seven days prior to the first meeting of the first course.  Network and e-mail accounts are available to currently enrolled students only.  mySWU (JICS) accounts are issued as a lifetime account.  Account maintenance is the responsibility of the enterprise services team, or designee, and the DIT reserves the right to disable or remove accounts at any time according to the approved policies of the university.

Access controls will be accompanied by mechanisms to detect, record, and generate alerts about repeated failed attempts at access. 

Users are responsible for securing access to offices and computers when away from their desk and should use password-protected procedures whenever and wherever possible. 

Access controls should include account lockout capabilities, including a maximum number of login attempts and a lockout time duration, as feasible. 

The DIT is responsible for review and approval of the means used to provide the requisite security of sensitive or restricted data at all teaching locations. 

Implementation of this policy requires, where applicable, the use of system logs to assist in monitoring access to IT Resources. Such logs will include sufficient detail, such as records of all login attempts, to ensure that suspicious patterns of activity can be identified. Because such logs may contain personally-identifiable information, the data and system owners must comply with University policies related to privacy. System and application logs must be protected from destruction and unauthorized modification. 
Guest Access
University guest may bring personal devices to campus and request limited access to a private wireless guest network through an automated authentication process.  This process will send credentials via email and *text message.  The credentials will be valid for 24 hours from the time the request is made.  Guest accounts will only provide access to internet resources.  Access to university network resources (servers, storage, printers) is disallowed.
*Text and data rates may apply and a device capable of receiving email/text while off SWU’s wireless network is required.  

Passwords 
Campus electronic communications systems or services must identify users and authorize access by means of passwords or other secure Authentication processes (e.g. biometrics or smartcards). 

Passwords are an important aspect of IT Resource security. They are often the first level of protection for user accounts. A poorly chosen password may result in the compromise of University IT Resources. All users of Southern Wesleyan University IT Resources are responsible for taking appropriate steps, as outlined herein, to select and secure their passwords. 

Authorized IT staff may check the strength of passwords on a periodic or random basis. If a weak password is detected, the user will be required to change it. 

Password Requirements: 
· All administrative passwords must be changed at least every 180 days. Students and adjunct faculty are encouraged to change passwords annually.
· Each successive password must be unique. Re-use of the same password will not be allowed for two password change cycles. (Software enforced)
· Passwords must be a minimum of eight characters long. (Software enforced)
· Passwords should use 3 of the following 4 characters, uppercase, lowercase, numbers or symbols. 

· Centralized Authentication services will be used to automatically check, where technically possible, passwords based on the above standards at the time a user changes their password. 

· Passwords must not be inserted into e-mail messages or other forms of electronic communication without the use of encryption. 

· Passwords should never be written down and left in plain sight, or stored in plain text online. If a password must be written down, it should be locked up and stored in a place difficult for others to access. 

· Passwords or accounts should never be shared with anyone, including trusted friends or family members. Account owners will be held responsible for any actions performed using their accounts. Southern Wesleyan University IT staff could request password information to troubleshoot and solve problems associated with viruses and malware on personally-owned computers.  We strongly recommend a password change at the time of the work order or immediately after the computer is returned to the owner.
· Southern Wesleyan University IT staff are permitted to assist users with password changes.  Callers will be required to verify identity prior to a password reset.  Passwords, when reset by IT staff, may use a standard default.  Users should change this default password immediately.
Account Removal

Generally speaking, permission to use Southern Wesleyan University IT resources terminates on the last day of employment, or in the case of an enrolled student, on the last day of attendance or after withdraws from school.  mySWU (JICS) accounts and student assigned e-mail accounts are lifetime accounts. However, permissions are controlled by predefined roles within mySWU (JICS) and viewable links and tabs will change as a users role changes. Employees that officially retire from Southern Wesleyan University will be granted lifetime e-mail privileges. 

Inactive accounts cause unnecessary security risks and pressure on network storage resources.   Therefore, supervisors are required to submit, to IT, an Employee Separation Checklist prior to the last day of employment. This form should provide specific instructions on how network files and e-mail accounts should be handled during transitions of employment.  In the case of adjunct faculty, a list of accounts will be provided to the appropriate academic leadership personal on a bi-annual basis to assist with account removal.  Accounts will be removed on the last day of employment unless the supervisor requests a fifteen day extension on the Employee Separation Checklist.  All accounts will be removed without notice fifteen days after the last day of employment.  Student accounts are removed on a weekly schedule as students withdraw from school.  Graduates accounts will be removed 60 days after graduation.
Southern Wesleyan University Identification Cards
Any official Southern Wesleyan University Authentication token, such as ID cards and smartcards, are important and identifies you as a current member of the University community. Depending on your relationship to the University and the services that you require, your Southern Wesleyan University ID card may also be used as a means of authentication when using University IT Resources. Users are responsible for safe handling and storage of all University Authentication tokens. Authentication tokens should not be stored with a computer that will be used to access IT Resources. 

Lost and stolen tokens must be reported promptly to the Conference Services Office on the Central campus or to a corresponding organization for Southern Wesleyan University at our regional learning centers.  A fee is charged for replacement cards.
Terms and Conditions

Violations of this policy may result in the revocation or limitation of privileges as well as other disciplinary actions, or may be referred to appropriate external authorities.  
Responsibility
The Director of Information Technology has responsibility for the administration of this policy.  Issues of interpretation and enforcement of this policy shall be resolved by the director and may include participation from appropriate academic or administrative officials or committees as deemed necessary by the Director of Information Technology.
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