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Administrative Guidelines
Employee Laptop
Overview

The University recognizes the need to work outside of the normal work day and also off-site. In an effort to enhance teaching and to provide a high level of customer service, a laptop computer may be provided to qualifying full-time employees. The ultimate decision for laptop computer assignment is contingent on available budget and made by the Director of Information Technology in consultation with the respective Vice President.  
General Rules

This policy covers students, faculty, staff, outside agents, contractors, and any and all individuals or entities using Southern Wesleyan University laptops. 
Any individual or entity using Southern Wesleyan University laptops consents to all of the provisions of the following policy and agrees to comply with all of the terms and conditions set forth herein, all other applicable University policies, regulations, procedures and rules, and with applicable local, state, and federal law and regulations. 

Laptops are intended for university-related business to enhance productivity and communication. Good judgment and common sense should be applied for personal use, and the University laptop should not be considered a replacement for a personal computer. It is the responsibility of the user to know and understand the published acceptable use policies and the terms and conditions of applicable software licensing agreements. No personally-owned software is permitted on university-owned PC’s.
Work performed off-site in no way changes the expectations of work attendance and is not to be considered as eligible for overtime pay.
User Responsibility for Protection of Data
Confidential data, such as social security numbers, birth date, credit card numbers, student grades, health records, and/or student financial or academic data, in whole or some combination, must not be stored on laptops without the permission of the respective Vice President. If approved, additional protections are required to protect from unauthorized access, such as encryption software and access controls. Expenses incurred to provide protection for stored data are the responsibility of each department.
User Responsibility for Loss or Repair
Information Technology manages the distribution of laptops, coordinates repairs, and maintains system inventory. Warranties are provided to equal lease terms for laptops. Users are not permitted to perform repairs or to coordinate repairs with outside vendors. You may be responsible for costs to repair or replace the laptop if the damage or loss is due to negligence or intentional misconduct or misuse. Screen damage is not covered under any warranty and may be the responsibility of the employee to repair or replace the laptop screen. All laptops are returned to the leasing company at the end of the lease term. Therefore, any laptop that is lost or stolen must be reported to the Information Technology office immediately. Police reports must be submitted to the Information Technology office within 48 hours of the discovery of loss. Any possibility of a data breach must be disclosed immediately and without unreasonable delay.
User Responsibility for Backups
You are responsible for maintaining an appropriate backup of files that cannot be retrieved by reinstalling the operating system. Network storage space is provided to each user, and it is prudent to establish a process of copying files to other secure storage areas to prevent data loss.  Portable storage devices, such as USB drives and portable hard drives, must not contain confidential data and must be protected against loss or theft, unauthorized access and possible data breach.
Terms and Conditions

Violations of this policy may result in the revocation of a portable device and/or limitation of privileges, as well as other disciplinary actions. Laptops and any associated peripherals, adapters, and software must be returned upon termination of employment.
IT Responsibility
The Director of Information Technology has responsibility for the administration of this policy.  Issues of interpretation and enforcement of this policy shall be resolved by the director and the respective Vice President and may include participation from human resources as deemed necessary.
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