Administrative Guidelines

Disposal of e-Waste and Data Security
Overview
Southern Wesleyan University is dedicated to ensuring the privacy and security of personal data entrusted to Southern Wesleyan University by students, employees, alumni and friends.  This includes the proper disposal of electronic media and assets, including but not limited to PC’s, printer devices, hard drives, portable memory storage, and permanent media storage used to store personal data. Southern Wesleyan University maintains administrative and academic computing resources, including asset management, data and information that are essential to performing University business. These are assets over which the University has both rights and obligations to manage, secure, protect, and control. 

Generally, electronic assets are defined as any item powered by electricity that has logic circuitry enabling the item to perform its intended function.  All assets, data and information are University resources. They are owned by the University and are shared as appropriate to meet the needs of the University and its various constituencies. 

General Rules
It is crucial that University data and software licensed to the University be removed from Storage Devices when they are moved or retired from University service. Student and employee information stored on these systems is protected under the Administrative Guidelines for Data Security.  Ensuring adequate destruction of data is the responsibility of the Information Technology Department, and must not be delegated to an outside group without suitable contractual obligations. 

Asset Disposal 
Information Technology is responsible for the prompt and proper disposal of surplus assets no longer needed for business activities. Most electronic assets are leased for a specified period of time and returned to the manufacturer or vendor as part of a regular asset refresh program.  Disposal of surplus equipment must proceed in accordance with procedures established by the Office of Information Technology, as listed below, including the irreversible removal of information and software. 
a. Return equipment to the manufacturer or vendor as determined by the lease agreement.  In most cases, the vendor is responsible for the removal of information and software as part of the asset refresh agreement.  Information Technology assumes the responsibility of irreversible removal of information and software when a vendor does not have removal responsibilities under the terms of the agreement.

b. Sales to employees.  Assets are evaluated by the Office of Information Technology and offered to employees at a value determined by the Director of Information Technology.  Items are sold ‘as is’ and where any needed repairs will minimally impact the asset performance or repairs can reasonably be performed by a non-technical buyer.  
c. Sales to the public.  Assets are evaluated by the Office of Information Technology and offered to employees at a value determined by the Director of Information Technology.  Items are sold ‘as is’ and where any needed repairs will minimally impact the asset performance or repairs can reasonably be performed by a non-technical buyer.  

d. Donate to churches and eligible nonprofit organizations.  Information Technology assumes the responsibility of irreversible removal of information and software prior to release of the asset.
e. Disposal to refurbishers or certified recyclers.  Information Technology assumes the responsibility of irreversible removal of information and software unless vendor can provide certification of irreversible removal of information and software.
	 
	 


Compliance 

The Director of Information Technology or other designated individual will be responsible for monitoring compliance with this policy. 

Employees are responsible for notifying the Office of Information Technology when data they are responsible for is on a system slated for disposal or retirement and which should be deleted as per the guidelines below. 



Procedures for Media Disposal and Wipes
1. Media disposal and wipes should follow the matrix below. Note that media containing sensitive data must be destroyed rather than securely deleted. 

	Media
	Clear/Wipe 
	Sanitize 

	Non-Removable Rigid Disk (hard drive) 
	a 
	a, b , or d

	Removable Rigid Disk (Zip, Jazz, USB, other) 
	a, b 
	a, b , or c

	Optical Disk (CD-R, CD-RW, other)

	Read Many, Write Many (CD-RW)
	a
	c 

	Read Only (CD-ROM) 
	c 
	c

	Write Once, Read Many (Worm) (CD-R) 
	c 
	c 


a. Overwrite all addressable locations with a single character. (single pass overwrite) 

b. Overwrite all addressable locations with a character, its complement, then a random character and verify. (multiple pass / DoD secure overwrite) 

c. Destroy - Disintegrate, incinerate, pulverize, shred, or melt. 

d. Destruction required only if restricted information is contained. 

2. A University approved secure deletion program will be made freely available to University users, staff, students, and faculty. Removable media disposal guidelines will also be published and made easily available. 

. The deletion program will be as broadly compatible as possible; 

i. Systems not supported by the deletion program will be provided another option for drive cleaning if possible; 

ii. Shredders or other systems capable of properly destroying removable media will be made available; 

iii. A method for physical destruction of drives from sensitive systems will be made available. 

